SD-WAN vs SASE

A holistic approach to WAN connectivity and security

Introduction
Security is a fundamental requirement for all enterprise-level technologies. The pandemic has
created a “new normal” dominated by long-distance remote working. This has served to
increase reliance on multiple cloud platforms, making connectivity more important than ever.
This, however, has also led to an increase in the number of threats and attacks. For this reason,
businesses are strongly advised to transform their WANs and security architectures.
Today, staying ahead of the curve in terms of WAN requires robust solutions. Therefore,
companies must consider multiple options before deploying security closely integrated with
SD-WAN. Depending on an organization's business and compliance needs, security can be
provided on-premises in SD-WAN routers or within the framework of the cloud-hosted Secure
Access Service Edge (SASE).
There will never be a “one-size-fits-all” solution for every enterprise security and networking use
case. However, SASE represents a truly transformational approach to the WAN. Industry experts
agree that by combining SD-WAN and other networking functionalities with advanced security
features, SASE can legitimately address most WAN network and security requirements at scale.
Depending on WAN requirements and the various benefits that SASE architecture provides,
Gartner has made the following predictions:
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By 2023,
to deliver flexible,
cost-effective scalable
bandwidth, 30% of
enterprise locations will
have only internet WAN
connectivity, compared
with approximately
15% in 2020.

By 2024,
30% of enterprises will
adopt cloud-delivered
SWG, CASB, ZTNA and
branch office firewall as a
service (FWaaS)
capabilities from the same
vendor, up from less than
5% in 2020.

By 2025,
at least 60% of
enterprises will have
explicit strategies and
timelines for SASE
adoption encompassing
user, branch and edge
access, up from
10% in 2020..

You can use this white paper to better understand how the evolution of WAN is progressing from
SD-WAN to SASE, the similarities and differences between the two technologies, and how they
complement one another.
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SD-WAN vs SASE

It was a milestone for the industry when in 2019 Gartner introduced a new category of
network and security known as the Secure Access Service Edge (SASE). Prior to SASE, SD-WAN
was one of the industry's biggest buzzwords especially in the second half of the 2010s – but
SASE has since stolen the spotlight!
Since then, there have been many misinterpretations when talking about SD-WAN and SASE.
SD-WAN is an essential component and integral part of the SASE architecture. SD-WAN
appliances deliver important networking functionality, while next-generation SASE goes even
further by converging SD-WAN with other network and security services to create a holistic
WAN connectivity and security fabric.
Contrary to popular misconceptions, SASE is not offered as a replacement for SD-WAN.
Both strive to achieve the same end goal, but differ drastically in some aspects, such as
their relationship to the cloud, location of tools, and traffic inspection.
Let’s look at these aspects one by one to understand the similarities, as well as key
differences, between SD-WAN and SASE.
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What is SD-WAN?

SD-WAN is a software-defined approach to managing the WAN (Wide Area Network). It is a
network solution designed to replace traditional WANs with multi-protocol label switching
(MPLS) technologies. It provides a solution for optimized, secure connectivity between any
pair of SD-WAN devices.
A more agile and cloud-friendly approach to WAN connectivity, SD-WAN was among the fastest
growing segments of the network infrastructure market during 2010s. As workloads shift to the
cloud in ever-increasing volume, SD-WAN provides businesses with a reliable alternative to
internet-based VPNs, and a more dynamic – and cost-effective – alternative to MPLS.
SD-WAN devices get businesses closer to where they need to be, but they aren’t designed to
address all the networking and security challenges that most modern businesses face. For
example, SD-WAN devices lack a global backbone and certain advanced security features.
Nor do they provide support for mobile workforces, as they are designed mainly for site-to-site
connectivity.

Key Advantages
Reduces cost by providing transport
independence across MPLS, 4G/5G
LTE, and other connection types
Improves application performance
and increases agility
Optimizes user-experience and
efficiency for SaaS and public-cloud
applications
Simplifies operations through
automation and cloud-based
management
Berqnet | SASE

Benefits
Better application experience
Optimized cloud connectivity
Simplified management
Cost-effective
Cloud-friendly
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What is SASE?
SD-WAN provides significant benefits, but SD-WAN devices alone cannot provide a holistic solution.
That is where SASE (Secure Access Service Edge) comes into play.
SASE is a next-generation business networking category introduced by Gartner. It combines SD-WAN
and network security point solutions (FWaaS, CASB, SWG and ZTNA) into a unified, cloud-native
service. SD-WAN is an integral component of SASE – but not the only component.

SASE is an architecture that merges the necessary branch WAN edge functionality
(including SD-WAN, routing, segmentation, zone-based firewalls and WAN optimization) with
comprehensive cloud-provided security services both delivered and managed in the cloud.
SD-WAN focuses mainly on connecting organizations’ various branches to a data center, while SASE
focuses on endpoints and end-user devices. SASE's traffic inspection takes place at various global
points of presence (PoPs) instead of simply returning traffic to a data center, like SD-WAN.

Key Characteristics
Cloud-native architecture
Global network backbone
Combines networking and security
Provides unified management

Berqnet | SASE

Benefits
Enhanced performance
Heightened security
Optimal ease-of-use
Reduced costs
Holistic approach
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What is SASE?
Key Components
SASE is a new architecture that merges the network and security functions of organizations within
a cloud service that operates closer to endpoints and distributes traffic faster than traditional
network services. It simplifies network and security management by consolidating organizations’
essential network and security services within a single platform.

Firewall-as-a-Service
(FWaaS)
A firewall is the foundation of any network
security stack. SASE includes FWaaS to
provide necessary scalability and flexibility,
and expand a full network security stack as
needed.

Cloud Access Security
Broker (CASB)
CASB helps businesses adapt to changing
threats that come with cloud computing.
When delivered as part of a SASE service,
the complexities of integrating CASB with
other point security solutions are eliminated.

Berqnet | SASE

Zero-Trust Network
Access (ZTNA)
ZTNA offers a new approach to securing
application access for users. It adopts a
zero-trust policy in which application
access is dynamically adjusted based on
user ID, location, device type, behaviour, etc.

Secure Web Gateway
(SWG)
SWG protects users from malware, phishing,
and other web-borne threats. SASE offers
SWG protection to all users in all locations,
and eliminates the need to maintain
policies in multi-point solutions.
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Why transition is needed

Enterprise networks are evolving rapidly, and organizations are increasingly leveraging
cloud-based infrastructure and supporting remote workforces. These changes also make it
necessary for organizations to upgrade their WAN infrastructure.
With the emergence of cloud security services, SD-WAN has evolved into SASE. This evolution
is ultimately intended to meet organizations’ changing security needs, and address the
limitations of SD-WAN.
This is largely because SD-WAN was designed merely
as a network solution. Before SD-WAN, traffic routed
to the internet and to cloud applications was pulled
back to a corporate data center through an MPLS
circuit, and secured by a corporate firewall. With the
advent of SD-WAN, by contrast, the optimal network
path goes straight to the internet, bypassing the
corporate security stack.
SASE addresses the limitations of SD-WAN by combining security deployed as a service in the cloud
with SD-WAN network optimization. The convergence
of network and security services means that content
inspection and security policy enforcement – delivered as a single cloud service – eliminates the need
to route traffic through the headquarters’ network.
SASE solutions in the cloud can be deployed almost
anywhere, making them suitable for remote workers
and cloud-based infrastructure, and minimizing
network latency.

Berqnet | SASE

With the
emergence of
cloud security
services,
SD-WAN has
evolved into
SASE
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Similarities and differences
When choosing between SD-WAN and SASE solutions, one must bear in mind that SASE
represents the next generation and superset of SD-WAN. Everything an SD-WAN device can
do, SASE can do too. But it also provides an integrated security stack that lets organizations
effectively deploy zero-trust security in the cloud.

Similarities
Despite serving similar ends, SASE and SD-WAN do not have much in common architecturally;
however, higher-level similarities include wide-area networks and virtualized infrastructure.
Both link geographically distant endpoints to one another, and to organizations’ network
resources. The primary difference is in their respective infrastructures.
SASE infrastructure includes private data
centers, co-location facilities, or a cloud that acts
as an endpoint. These are where the networking,
optimization, and security functions run.
In SD-WAN, by contrast, these functions are
compartmentalized at a branch office and
headquarters.

SASE:
The superset
of SD-WAN

Both can be controlled from anywhere.
Despite their fundamentally different formats, both are still virtualized. Neither relies on
fixed-function proprietary boxes like non-virtualized WAN.
SASE runs security and networking functions
in a cloud or from a data center, and in a
security agent.
With SD-WAN, functions operate as software.
Although they serve similar objectives, they differ
in terms of connectivity, architecture and security,
among other factors.

Berqnet | SASE

Everything an
SD-WAN device
can do, SASE
can do too!
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Differences

SD-WAN

SASE

Focus

Connects offices to a central
headquarters and data center, but can
also connect users directly to the cloud.

Provides cloud-native security tools,
and the cloud is at the heart of the
network.

Deployment

Mainly deployed through physical,
software or cloud connections.
Organizations can choose from among
managed, DIY, or hybrid SD-WAN.

Protects both on-premise and
cloud-based networks. The cloud
functionality makes it more
customizable for organizations.

Architecture

Follows the traditional networking
concept that all network infrastructure
is centered around an organization's
data center.

On-premise or cloud-based; the data
center is merely another service edge.

Security

Requires third-party components for
comprehensive security.

Features built-in security.

Traffic and
connectivity

Links branch offices to networks, and
follows configured network policies to
determine how to route traffic.Links
branch offices to networks, and follows
configured network policies to
determine how to route traffic.

Links endpoints to the service edge, and
sends traffic through globally
distributed PoPs without backhauling to
data centers.

Remote access

Lacks built-in remote access
capabilities, meaning third-party
components are required.

Features built-in remote access.

Berqnet | SASE
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Conclusion
As the requirements for remote working evolve over
time and across distributed locations, one thing is
certain: traditional technologies are no longer
enough.
This, however, helped WAN rapidly evolve into
software-defined WAN (SD-WAN). While it provides
solutions to many of the problems posed by
traditional WAN connectivity in terms of traffic
management for distributed locations, it reached
the point where basic lifecycle issues had to be
addressed. With this in mind, organizations should
consider SASE, a new kind of architecture
specifically designed to support remote workforces.
SASE and SD-WAN may be similar in many ways, but
when choosing between the two technologies,
organizations must first be sure to assess all their
needs.

The future
of
distributed
networking

SASE is still an emerging technology. Therefore,
many product vendors and service providers are
now offering SASE in addition to SD-WAN solutions.
And given the increasing use of hybrid workforce
models, this trend is set to continue. Industry experts
agree, however, that SASE solutions will gradually
edge out their SD-WAN counterparts.

Gartner’s Assumptions for
SASE Convergence
According to the roadmap offered by Gartner, here are some strategic
planning assumptions:
By 2023, to deliver flexible, cost-effective scalable bandwidth, 30% of enterprise locations will
have only internet WAN connectivity, compared with approximately 15% in 2020.
By 2024, 30% of enterprises will adopt cloud-delivered SWG, CASB, ZTNA and branch office FWaaS
capabilities from the same vendor, up from less than 5% in 2020.
By 2025, at least 60% of enterprises will have explicit strategies and timelines for SASE adoption
encompassing user, branch and edge access, up from 10% in 2020.
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